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E-Lock ProSigner enables you to sign files with password-protected credentials, or using X509
standard digital certificate procured from the third-party certifying authority. ProSigner’s “Create
eSignature” feature allows you to create your own password-protected credential, and associate
handwritten signature image to it.

4. CREATE YOUR DIGITAL CREDENTIAL

Step 1: To create a “credential”
Go to Start>Programs—> E-Lock ProSigner->Create eSignatures-> Manage Credential

This will start the “Credential Manager Application”

)

E-Mark Credential Manager,
The “Credential Manager” screen

l Other People ]

| Credential Mame

| Counter-sighed By |

displays all the digital credentials on
your machine, as well as public

Elathik credentials of other users (in the
ig:::::::'e 1 Other People tab)

To create a new credential, click
New...

Mew.. | Import... |

Signature image of selected credential

Cloze |

Help

Step 2: New Credential Wizard will start

LT

Welcome to the New Credential

Wizard

Thiz wizard helps you create a new personal credential
This will start the “New Credential
Wizard”. Click Next...

To continue, click Nest.

Mext > I Cancel Help




Step 3: Fill up the Registration Details

New Credential Wizard E“E‘@

Registration Information
Flease enter the following information to create your credential

First Marne: |J ohn

Last Mame |Smith

Organization |E-L0c:k

Country | United States j

Pazsword for credential

Confirm pazsward

Mext » |

Cancel | Help |

This is the “Registration” dialog box.
At least one field has to be filled to
proceed. You can provide further
security to your digital credential by
providing a password here. This will
prevent others from using your
credential. Click Next...

Note:

Password protection for credential is
optional; but is recommended (and
may also be required by your
organization). If you do not want
password, keep password for
credential, and confirm password fields
empty.

Step 4: Create a handwritten signature

New Credential Wizard

Credential Settings
Select the type of signature image to create.

¥ 4

Authentication method

" Draw a signature image on a watermark [for example, a seal or a logo)
‘watermark. bitmap file name:

" se a sighature image file
Signature image [.esq) file name:

" Do not use a signature image

Mext » |

Cancel | Help |

This is the “Credential Settings” dialog
box. Here, you can specify whether you
want to create a new handwritten
signature with or without watermark, or
select an existing file (this needs to be
.esg file, which can be created using
“Capture eSignature”).

You can also choose to not to include a
handwritten signature bitmap.

Select the appropriate option, and click
Next...

Note: Users are advised to click on the
“Help” button to understand the
available options for signature image.

Step 5: Draw the handwritten signature

B New Credential Wizard

In this step you create a signature image to be included as part of your digital
signature. The actual digital signature, which complies with legal requirements, wil
be applied when you click the Sign button during the signing ceremany.

Device:

gp\w‘ SN‘?

Clear |

< Back LCapture Cancel Help |

This step provides you with a canvas to
draw your handwritten signature.

If you had selected a bitmap as a
watermark in the previous dialog box, it
will be displayed here.

Handwritten signature can be drawn
using a mouse, or a Wintab compliant
pointing device like ePad.

After drawing your handwritten
signature, click on “Capture” (You can
also directly select capture, if you already
have a watermark image).

You can change thickness, color, and size
of your handwritten signature here. Click
Next...




Step 6: New Credential Wizard ends

New Credential Wizard |:H:F>Z| This is the “Completion” dlalog bOX,
Completing the New Credential Wizard which d,lsplays status of your dlgltal
credential.

‘You have successfully completed the New Credential

wizard. Click Finish...

Credential created successfully.

Ta cloze thiz wizard, click Finish

Step 7: Return to Credential Manager

E-Mark Credential Manager 3] | Once you return to the “Credential
Manager”, the credential will be

Personal l Other People] .
displayed to you. Now, you can start

| Credential Hame | Counter-signed By ~ signing files with your digital credential.
=] Bt k. ale
v
Hew | Import. | Expart | Remaove ‘ Details

Signature image of selected credential

@w@

Cloge | Help




2. CONFIGURING PROSIGNER

The “Configuration Manager” allows users to manage settings for signature appearance,
placement, preferences, etc. To open the manager,
go to Start>Programs-> E-Lock ProSigner > Configuration Manager

A. CHANGE THE BASIC SETTINGS

Basic settings have to be changed to display “Signing Preferences” dialogue box. This box
allows you to include reason, location, comment, and change the signature image file if using a
credential with a handwritten signature, or include a new image during the signing by changing
basic settings.

Configuration Manager 3] | Once you open the “Configuration
” 3 « : : »
Signature Appearance ] Desktop Applications ] MS Office Settings ] Manager ’ Clle Bas"c Settlngs oo
PDF/Image 5ettings Basic Seftings l ‘Walidation Settings ]

Here, by default the “Signing
Preferences Dialog” is set to “Never
Show”. This should be changed to

Sigring Preferences didkog “Always Show” to get the “Signing
T Preferences Dialog” while signing.

M e This allows signer to insert reason,

place, and comments, if any, in the
I~ Shred files on deletion signature block.

HTTF Pro=y Address:

¥ Do not show Profile selection dialog

™ Always show Encryption Preferences dialog

" Show if required

Click “Apply” and “OK”

¥ Enable Prowy Authentication dialog

LDAP Setti fi ipient:
Fings Torteapents Note: Those users who want to reduce

Server: | Fort s the signing steps, or don’t want these
Base DN: | preferences, can choose “Never Show”
option in “Signing Preferences
Dialog”.
QK | Cancel | | Help |
B. CHANGE SIGNATURE APPERANCE
The “Signature Appearance” settings allow you to
customize the signature appearance when you sign
the documents. Click “Signature Appearance”
S 3] | This allows you to select options you
FDF/lmage Settings ] Basic Seftings ] ‘Walidation Settings ] want to haVe 1n the Signature blOCk

Signature Appearance ] Deskiop dpplications | M8 Office Settings |

Al 1. Handwritten signature

¥ Show T . . . .

¥ Show Test 2. Text like label, signing time, reason,
v Labels I¥ Signing Time and location,
Iv¥ Beason ¥ Location

. Show Beger 3. Border and signature layout in the

Layout visible signature.
n Smi P
vy

Seringes: Ficy, Waich 53004
Leaticr: UeLsan
n =

Change the settings as per your needs,
and click “Apply” and “OK”

0k | Cancel Help




C. CHANGE MS-OFFICE SETTINGS

With ProSigner, you can configure the signature placement in the Word and Excel as per your
need. Configurations for this can be done in the “MS Office Settings” tab in ProSigner.

Configuration Manager

FDF/lmage Settings ] B aszic Settings ] Walidation Settings
Signature Appearance ] Desktop Applications MS Office Settings
I Automatic verification of document/warkbook on open:
[~ Alwaps sign with signature support for M5 Office 97
v Include pictures and images for M5 Word document sighing
Signature Block placement for document workbook. signing
+ At cursor " Atthe end of document
" Search phrase
Dccurences
Flacement style in M5 Excel
% Float over cells Preview
" Fit Signature Block to cell size
" Adjust cell size to Signature Block E&-‘&ﬁ’-ﬁ“’n"i’?‘»"u.cnsm«
o ton: M ol ai
Raagon to Eign: Approvar
" Merge cells
QK | Cancel Help

X
1

Click “MS Office Settings”

You can configure for automatic
verification of the document/worksheet
on open to include pictures and images
for Word signing.

Signature block placement for Word
signing, and placement style in Excel

Change the settings as per your needs,
and click “Apply” and “OK”




3. SIGNING/VERIFYING A FILE USING DIGITAL CREDENTIAL

A. SIGNING A WORD/EXCEL FILE
Step 1: Open the file to be signed

il E-Lock eSignature workflows.doc - Microsoft Word
A Normal ~ drial -0 B 7 U >
fle Edt Yew Insert Fogmet Took Table Window Help | Prosigner u: BEd Open Word/Excel flle; make
0= an SRky <. £ Sign Document.. % - @, .
o Fmigekn < Fowr | 8 8 5 « D+ 3|l |¥ Loy necessary changes in the
B4 Ml as Signed Attachment.... .
i o document, and save the file.
R |- lll”“l“g“.l“‘]‘.l|}(DuﬂgureSectmnS\gn\nl;--- & : : ‘ = : - =
é iy [ siqnsection . . .
(8 £ [ O As ProSigner integrates with
,\ [ save and Encrypt...
alk - Word and Excel, you can see
g : e ProSigner toolbar on the left
ot o Configuration Manager... . .
@ |- § Gty Pasiword p{ 2 vewsie 9 hand side, and ProSigner menu
2 ii. Configuration Manag g . N
; i Siong S w20 2 in the top menu bar in these
il - iLc. Batch Signing . A
; L5 Secrion S applications.
- il.e. Multiple signatures
i iLf. Creating and using profiles for signing
L il.g. Send the signed document
~ iLh. Werified Print option
Excel
iy PDF Files
X Using Desktop Add-In
. Using ESign.
i Using Advanced Features <1
= aa]= | Ll
bane [y [ agosepes- \ W JOEAXHE - L-A-==20F.
Page 1 Sec 1 i1 At 43  ln2z Coli Engish (U5 G _
Fisam, ; [EEEEE

Step 2: Sign the file

ill E-Lock eSignature workflows. doc - Microsoft Word

A Normal

« il -0+ B Z U

Ele Edi Wew Inssrt Format Tools Table Window Help  ProSigner - X Once the document iS Saved)
Dedaqg sl v & o - e POE

and ready for signing,

Final showing Markup ~ ~ show~ & #p ¥p ~ Xp - (3~ &> EH .

i slesforce.com v

Eu R R R R TR RS R R RN R ARy * | click on “Sign Document” (Red
1=y Ribbon Icon) in the toolbar, as

(G E . . N
i shown in the snap. This will
.
(& Intradustion to ProSigner Toalbars and Menus open “Select Certificate”
B Wt ype o flos youcan sign L
: tting started:
SE|  Creming Password protected Digital Credential Esignature) dlalog box.
[ ii. Configuration Manager
b 1 (B iia Signing MS Word
2| ik Verify signatures
; L& Batch Sigring
iid Section Sianing.
— iie. Wultiple Signatures
IL£ Creating and using profiles for signing
i, Send the signed document
“ iih. Verified Print option

|

Excel Signing

, PDF Files Signing

Using Desktop Add-In
Using

Using Advanced Features

SO H TR

Draw= [3 sgteshapes~ N WO OB 4 & B - L-A-S=E8@g .
Page 1 sec1 Y Atd tni4 col1 Engish(Us B




Step 3: Select Certificate/Credential

Signing and Encryption Wizard

Select Certificate

Select certificate you want to use from the list below “Select Certificate” box will
have the list of certificates and
credentials on your PC.

Ayailable cerificstes:

Certificate Name lzsuer | Cryptographic Provider Select digital
a a licrozoft Base Cryptogra... . .
abhi k abhi k E-Lock Stand Alone Crypt.. c'ertlﬁc.ate/credeptlal‘}fou v&,r;ant to
Abhiiit E-Lock Demo Root Certific...  Microsoft Base Cryptagra... sign with, and click “Next”...
ABhijit Kale ABhijit Hale E-Lock Stand Alone Crypt...
ABhijitk k ABhijitk k E-Lock Stand Alone Crypt.. If you have password for the
John Smith John Smith E-Lock Stand Alone Crypt... .
selected credential or a
certificate, it will ask for the
password.
< >

Enter the password and click

et from file Get from server Wignn “Ok”

Note: If you have a digital certificate on
the e-token make sure it is plugged into
your PC while signing.

Credential password f'5__<|

Fleaze enter pazsword:

PR

k. | Cancel




Step 4: Signing Preferences

Signing and Encryption Wizard

Signing Preferences
Select zettings for signing operation.

Signature Block infarmation

Reazon to sigh: |Leave Approval

Location:

|W’ashington DC W Include Timestamp details

Signature Comment

Leave Approved for 20th and 21t April 2010

Hash algarithm: g -

[ Include Signature Image

< |
- _cese |
MNext > |

EEE

Cancel | Help |

Once credential / certificate is
selected for signing, “Signing
Preferences” dialog box will be
displayed. This allows you to
enter reason, location,
comment, and select the time
stamp. The reason, location,
and local machine time stamp
will appear in the signature
block when you sign the
document.

The comment will be seen when
you verify the signed document
in the verification result.

After configuring “Signing
Preferences”, click “Next”.

Note: Signing Preferences
dialog box can be configured
to shown while signing, or you
can also eliminate this step to
minimize the signing steps.

Step 5: Signing Confirmation

Signing and Encryption Wizard

Signing Confirmation
Pleasze read the declaration carefully. This may have legal significance.

Declaration

Tellus Tech

= L

Cancel

Sign |

Help

Finally, “Signing
Confirmation” dialog will be
displayed. Read the declaration,
and click “Sign”.

It will insert the signature in to
the document.

Note: Signing Confirmation is
mandatory for compliance with
various eSignature laws
globally.




MS Office Add-In Mess3 X|

The document was successfully signed.

MS Office Add-In will give a
successfully signed message.

You can see the visible
signature in the document as
seen in the adjacent snap.

In case of non-verification, you
can see the question mark at
the top left corner. Once you
verify the signature, the status
will be changed to the green tick
or red cross depending on the
verification result.

B. VERIFY WORD/EXCEL FILE
Step 1: Verify Signature

Nnrma\ - il =0 B

fle Edt Yew Insert Format Tools Table Window Help  ProSigner

Final Showing Markup = Show~ & &% Fp ~ X~ (3~ 3 B .

salesforce.com = _

2l E-Lock eSignature workflows. doc - Microsoft Word

=07 A

DeEan SRV <« LHEOE=E| 8 T 0w -3,

5 T = 5 = 74 = 2 = 3 = i
1.5 Hatch sighing

i, 4. Section Signing,

ii,5. Multiple signatures

iL,f Creating and using profiles for signing

i il,8. Send the signed document

~ iib. Werifie d Print option

Excel Signing

PDF Files Signing

Using Desktop Add-In
Using

Using Advanced Features

B

TRE A WE R RS e

Jdohn Smith
haroh 2 2010, 0:11:4d GMT

To verify the Signed file, click
“Verify Signature” tool button
(Green check on the left side).
This will verify the signature,
and stamp the verification
status accordingly e.g.

1. If the signature is valid, it will
show the green check mark at
the top left corner

2. If the signature is invalid, it
will show the red cross at the
top left corner

3. If the signature is not verified,
you can see the question mark
in the yellow circle as seen in
the snap




Step 2: View Verification result

Verification Result

Yerification Result Overview

Select signer to view the associated Signature Comment and the Signature
Block information.

Signature details

Bl

Signer Reason Signing Time Location

BV John Smith

Signature Block

Sectionz: | whole document

Signature Commernt

Signed by John Smith h
Leave Approved far 20th Sigrgfig timdy Tu v, 1"9,1
ancd 21st April 2010 La IS&{? oc
azorgte Figr Leawe i al

Yerification Details ... |

30

Validate Cettificate | Validste Al Cerificates ‘

Cloze |

Help ‘

Once you click on verify, it will
display “Verification Result
Overview” dialog.

Here, you can see your
signature details. Also, a
comment that you added while
signing the document. It will
also display the signature
block.

Click “Verification Details” to
view details.

Verification Details
Individual ¥erification Details

Signature verification Fesult - alid.

.# Contents not altered after data was signed. . # Signer's certificate is tusted.

Cloze

B
2l

Hazhk Algorithm: SHA-1
+ Certificate validation result ; valid. 7 Signer / lssuing Authority certificate not
expired.
Statuz far Timestamp Yerfication: Mo timestamp
Signer certificate
Policy | Save to File ..

Help

In “Verification Details”, you
can see the checks that we do.
There are basically two checks:
Data Integrity and Certificate
Validation.

1. Data integrity check: If the
contents are altered after the
file is signed.

For Certificate validation, we
do following checks:

1. If the signer’s certificate is
trusted or not.

2. If the signer’s certificate is
valid or not

3. If the certificate is revoked or
not. (Revoked means
suspended due to some reason)

If any of these tests fail, the red
cross is stamped in the
signature block. If all the tests
are successful, then green tick
will be stamped in the
signature block.




Step 3: File verified

| E-Lock eSignature workflows. doc - Microsoft Word
2 Mol - il -0 - B IU =i i= .

File Edit Wew Insert Format  Tools  Table ‘Wwindow Help  ProSigner
DEEs A &R Y Slo o QBODE@E T 0% -0,
- show= | & & U - Kr - Q- |5 [ .

Final Showing Markup

salesforce.com =

L B0 R R B R B R SR R B BN SRR SU SR BN S
1.5, Batch signing

- 1.4, Section Signing

- il.8. Multiple signatures

R 1.1 Creating and using profiles for signing

. i, Send the signed document

N il.h, Werified Print option

) Excel Signing

B PDF Files Signing

Using Desktop Add-In
Using ESign

Using Advanced Features

: )

fpveSe”

< John Smith
Signing time Tuesday, harch 2 2010, 0:11:44 GhT

‘L HE W F RS e

The verification result will be
stamped in the signature block,
and question mark changes to
the green tick. As shown in the
snap.

If the signature is invalid, it will
show the red cross mark in the
top left corner of the signature.

Note: For the recipients who
want to verify signatures made
using ProSigner, but do not
have ProSigner at their end,
they can download our free
verification utility E-Lock
Reader from the link to verify
signatures.




4. USING PDFESIGNER TO SIGN PDF FILES:

ProSigner has PDFeSigner Utility which allows you to sign PDF file in Adobe compatible format,
without having Adobe Acrobat Professional installed. You can insert visible signature into the
PDF file using Digital certificate or digital credentials. The signed file can be verified using

Adobe Reader itself.

PDFeSigner Wizard

Select File[s) to Sign

Specify name and location of files to be signed.

|nput S etup

X Goto Start-> Programs-> E-Lock-> E-
Lock ProSigner-> PDFeSigner->

’ PDFeSigner
5 this will open the PDFeSigner Wizard as
shown in the snap

Fils to sign: C:MDocuments and SettingshabhijtsDesktoph8.2.1.7. Browse. .. i. Select the PDF file to Sign

[~ Sign &l Files In The Same Folder

[ Send Signed File A5 Mail Attachment

Leseliem ko aowe |Documents and Settingshabhijit\D esktoph8 2.1.77.p

Select signature text: |This daocumert iz digitally signed j

r

Certificate Location
(" From Certificate Store

(™ Credential

Breview |

File to Sign— Here you can enter the full
path to the file or Browse to select.

« SIGN All PDFs in Same Folder-
This feature is by default disabled in
ProSigner. For enabling the same please
contact E-Lock representative

¢« Send Signed PDF as Mail
Attachment-Select this to email the
signed file

ii. Select the Location to save

‘ ifi. Select if you are looking to sign

using certificate or using credential

< Back | Ment > | Cancel |

| Clicking on “Settings” button will allow

you to configure the PDF settings as

shown in the next snap.

While Click on “Preview” will allow you to Preview the PDF File and how your signature will

appear in it

Configuration Manager
FDFAmage Settings l

Settings for sighing PDF without Adobe Acrabat or supported image files

[v Flace visible Signature Blocki
Include in Signature Block:

v Signer W Reason W Location v Date v Labels

v mage File: | Browse...

Page Mumber, Placement and Size

o First € Last O Al " Specify:

Wertical Placement: Horizontal Placement:
Top = e [~
#Margin: Y Margin: * Size: ¥ Size:

I . N N

Settings for signing in Adobe Acrobat
[ Allow E-Lock PraSigner compatible signing from within Adobe Acrabat

0K | Cancel Help

block by defining the X-Size and Y-Size.

PDF or Image Settings in PDFeSigner allow you to
configure the Signature as per their requirements.
1. You can Configure Text to be included in the
Signature Block.

a. Name of the Signer

b. Reason to Sign

c. Location

d. Date

e. Label

2. You can also associate your handwritten
signature image or a company logo with the Digital
signature block in the PDF file

3. Configure on which Page you want to have the
signature to appear

4. Define Horizontal and Vertical Placement for the
signature

Or

Use X and Y margin to define the customized
location in the PDF file

5. You can also change the size of the Signature

Once you are done with the setting click on “"Apply” and "OK"” to make them effective




PDFeSigner Wizard

Signing Confirmation

Pleaze read the declarstion carefully, Thiz may have legal significance.

Declaration

I hereby declare that I have viewed and understood the contents of the File(s) I anm
about ko sign,

File M arne:
|C: \Documents and SettingshabhijitsDesktopt8.2.1.7 pdf

Sigring Information
Reason To Sign:

Location:

User Preferences
Send Signed PDF/TIFF Az Mail Attachment: [o
Sign All PDFATIFF Filez In The Same Folder : Mo

%
F

< Back Cancel Help

E-Lock PDFeSigner, : Select Certificate to Sign

Select Digital Certificate
“Y'ou can choose a digital certificate from those available on your computer to sign wour file.

Expiration Diate
Thursday, December 31, 203

Wiedne: , Movember 03

lz=sued To |zzued By

a a
E-Lock Demo Root Certifi...

< ?

Wiew. ..

Click Yiew to see the contents of vour digital certificate

Sign |

LCancel

X]

E-Lock PDFeSigner,

\l’) Tokal 1 File(s) are signed

Files signed.

Signing Confirmation dialog box
displays a declaration to the effect that
the signer has read and understood the
contents of the file he/she is about to
sign:

Signing Information:
You can insert the Reason to Sign the File
here and Location which will appear in the
Digital Signature block

User Preferences: The user
preferences that the user has set will
be displayed. If the user has selected
a particular user preference, "Yes"
will be displayed against that user
preference. Otherwise, "No" will be
displayed against that user
preference

Click Next button

Certificate Selection Dialogue box will
appear:

Select Digital Certificate dialog box allows
you to select a digital certificate to use in the
signing process

Select the Digital Certificate/Credential that
you want to sign with and click “Sign”.

After the process is complete, it will display the total number of




PDFeSigner Wizard
Signing Result

Sighing completed successfully.

Signed Files

Total File(s) Signed: 1

Failed File List
Mo Failed File List was Generated

Start Page. .. Finizh

The Signing Result dialog displays the
report of signed files

Total File(s) Signed: It displays the
total number of files signed
successfully

Open Signed File: Opens the
Signed PDF file with the program
associated for viewing PDF file

Failed Files List: Displays names of
failed files

Start Page: Click Start Page to go the
start page of the application.

Troel| OIS | | | I
' -+
| snhancsd SormTaughier of bharr i
warhing i e capaity of _SENERAL MANAGER | RSB i hereby CRTEY a1 3 Sum ol
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Wi B8 el Bised on Tie baoks of Robaudl, dstutedts ind ovir el bl reaedi.
Tagrorure o the caraon reaponaie for cecucIion of ba
Puace : Fure Ful barrs : snbanced
T i L] Designaton - GENERAL MANASER
* Law wwcacn 18 a-d 18 and Fuls 3 Fumrnh ssparaies detads of wsie of the psmuncoes and proffs in bsu ol orn sddbor o aalary
o WIS
Snap of the Signed PDF file:
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A. SIGN OTHER FORMAT FILES

You can sign a file of any format either by using e-sign or Desktop add-in:

4.1.1 USING DESKTOP ADD-IN:

Step 1: Right Click the file you want to sign

Step 2: Select “ProSigner > Sign”

Step 3: It will display "Select Certificate” dialog. Select the “Certificate/Credential” you
want to sign with. Click “Next”

Step 4: It will display “Signing Preferences” dialog. Enter Reason, Location and Comments
and include a handwritten signature image file. All these fields are optional. Click “Next”
Step 5: It will display the “Signing Confirmation” dialog. Click “Sign”

Step 6: It will sign the file and create .ats file with filename same as the original file in the
same location as the original file

41.2 USING ESIGN & ENCRYPT:

Step 1: Go to Start->Programs-> E-Lock ProSigner >e-Sign&Encrypt

Step 2: Select “Sign” option in Operations tab

Step 3: Click on File Information tab

Step 4: Browse for the file(s) to sign and the folder where to save the file. Click “Sign”

Step 5: It will display ”Select Certificate” dialog. Select the “Certificate/Credential” you want
to sign with. Click “Next”

Step 6: It will display “Signing Preferences” dialog. Enter Reason, Location and Comments
and include a handwritten signature image file. All these fields are optional. Click “Next”
Step 7: It will display the “Signing Confirmation” dialog. Click “Sign”

Step 8: It will sign the file and create .ats file with filename same as the original file in the
specified output folder if specified or file in the same location as the original file

4.1.3  SIGN USING e-GUARD:

e-Guard Wizard g]
Select Secunty Operation
You can choose to sign, werify, encrypt or decrypt files. 2

To start eGuard application Goto
Start->Programs->E-Lock ProSigner->
Advanced Features>e-Guard

this will open the eGuard wizard as shown in
 Encypt the snap. Select the operation you want to

" do on the file and client “Next”

Select the zecurity operation to perfarm.

7 Werity
" Decrypt

7 Sign and encrept
" Decrypt and verfy

< Back | Mest > | Caticel Help




e-Guard Wizard

Select File to Sign
Specify the name and location of the file to be zsigned.

Select the fille to sign and the location to store the signed file,

File ta zigr: [locume| it carma it CH.brap Browse. ..
Location o zave: |C:\D ocuments and SettingstabhijitsDesktop Browse. ..

Flease note that you cannot choose to give a new name to the signed file. You can only
zpecify the location [falder path) to save the file.

< Back | Mesit » |

Cancel | Help |

el

e-Guard Wizard

Select Digital Certificate

“r'ou can choose a digital certificate from thoze available on your computer to sign
yaur file.

lzsued To

Expiration Date
emo Ro B 11t B .
Microsoft Base Cryptogra...

lz=sued By
B =

Click Wiew to see the contents of wour digital certificate

< Back | Mext > |

Cancel | Help |

e-Guard Wizard

Signing Confirmation
Flease read the declaration carefully. Thiz may have legal significance.

Dreclaration:

| hereby declare that | have viewed and understood the contents of the file | am about
to sign.

File harne: |D:\My Documents\Cert_without_comma_in CH.bmp

Certificate ba sign with: | Abahiit

Click. the Sign button ta sign the document.

< Back Cancel Help

Here select the file to be signed and
provide the location to store the signed file.
Click Next button.

This will open the Digital Certificate
selection dialogue box, which will show you
the digital certificates available on your PC.
Select the certificate with which you want to
sign and click “Next”

This will show Signing Confirmation along with
filename and certificate used for signing. Click on
“Sign” to proceed




e-Guard Wizard

r

N

Completing the e-Guard
Wizard

ou have successfully completed the e-Guard Wizard,

The file DA p Documents\Cert_without_comma_in
CM.brmp has been signed and zaved as
C:hDocurnents and

Settings\abhijithD esktophCert_without_comma_in
CH.brmp.p¥m.

To cloze thiz wizard, click Finizh.

To perform another operation, please re-initiate e-Guard.

Cancel

Help

without_c
Qrma_in
M. brp. p7m

It will show completion of signing file. Click
“Finish”

This is a files signed in PKCS#7 compliant format using eGuard, which is

converted to .p7m




B. VERIFY OTHER FORMAT FILES

You can verify a file of any format either by using e-sign utility in ProSigner or Desktop add-in
just by right clicking the file

4.1.4 USING DESKTOP ADD-IN:

Step 1: Right Click the file you want to verify (.ats,.doc,.xls)

Step 2: Select “ProSigner 2> Decrypt/Verify”

Step 3: It will display “Decryption/Verification result” dialog. You can open and save the
verified file

Step 4: Click on “Verify” button. It will display “Verification result Overview” dialog
Step 5: Click “Verification Details” to view verification details

4.1.5 USINGE-SIGN:

Step 1: Go to Start->Programs-> E-Lock ProSigner >e-Sign

Step 2: Select “Decrypt/Verify” option in Operations tab

Step 3: Click on File Information tab

Step 4: Browse for the file(s) to verify. Click “Decrypt/Verify”

Step 5: It will display “Decryption/Verification result” dialog. You can open and save the
verified file

Step 6: Click on “Verify” button. It will display “Verification result Overview” dialog
Step 7: Click “Verification Details” to view verification details

4.1.6 USING E-GUARD:

e-Guard Wizard g|
Select Secunty Operation
You can choose to sign, verify, encrypt or decrypt files. 4
Step 1:

Select the security operation to perform. Go tO. StarteprogramseE-LOCk

e Sian ProSigner >Advanced Features—>e-
— Guard.

* Wenh

" Encrypt Step 2: Select “Verify” option. Click

" Decrypt Verlfy

" Sign and encrpt
" Decrypt and verify

< Back | Mext > | Cancel Help




e-Guard Wizard

Select File to Yerify
You can verify files that have been digitally signed.

Select a digitally signed file to verify:

C:ADocuments and S ettiingshabhijitD esktophCert_without_comma_i

You can verify files that are PECS B7 compliant encapsulated signature files.
[extenzion .pim]

< Back Werify » Cancel Help

el

Step 3:

Select the Signed .p7m file from your PC
to verify. And click on “Verify” to
continue

e-Guard Wizard

Yerification Result

Y'ou can open or save the original file. You can also view the signer certificate and
certificate validation responze details.

Y'ou can view the verification result and save the onginal file.

Werification detailz

File name: |E:\Documenls and Settingzhabhijit\D esktophCert_

Sigred by | Abhijit Save..

Certificate status
Rewvocation: Mot revoked

Certificate. ..

Espiry: Erpired
Trusted Y alidatior..

[Er. |
[TER |

Trust:

< Back Mest > | Caticel | Help |

el

This will show you the validation result:

You can open the original file or save it
as per your convenience. The next
section shows the certificate status.




